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Abstract 

This paper presents a secure alternate path routing 

scheme in the field of sensor area networks. Our 

alternate path scheme provides a preventive 

mechanism for designing the routing scheme for 

wireless sensor networks. It proposes the new cluster 

based security architecture which starts from the 

initialization of the network. In this paper, we propose 

a security algorithm to improve routing security in 

wireless sensor network. The algorithm uses alternative 

routing paths for each data transmission call to 

overcome the sensor network attack. To enhance 

network reliability, the algorithm allows sensory data 

to be sent on defined routing paths; thereby increasing 

security of transmitted data. 
 

 

Keywords: Wireless sensor network, shortest path, Routing 

protocols, Alternate path. 

 

1. INTRODUCTION 

 

D-HOC Wireless Sensor networks (WSN) is termed 

as the network of geographically scattered sensing, 

computing, and wireless communications capable tiny 

sensor nodes responsible for monitoring physical as well as 

environmental conditions. These tiny sensor nodes 

communicate with each other using low power wireless 

data routing protocols [1].In other words, wireless sensor 

network generally consists of a data distribution network 

and data acquisition network monitored and controlled by 

a management center as shown in fig.1. 

 

 

 

 

 

 

 

 

 
 

Fig.1 Wireless sensor network composition [2] 

 

It consists of a base station or gateway that can 

communicate with a no. of wireless sensors via a radio link 

as shown in fig.2. 

 
 

Fig.2 Wireless sensor network  

 

A Base Station 
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Data is collected at these sensor nodes where it is 

compressed and transmitted to the gateway directly or via 

other intermediate sensor nodes. 

 

As the position of these sensory devices cannot be 

engineered or predetermined, they can be deployed 

randomly inside the inaccessible areas or disaster relief 

operations. 

1.1 Security in Sensor Networks  
 

It is expected that WSN will play an essential role in the 

upcoming age of pervasive and ubiquitous computing. 

Security is a great challenge in these networks due to 

various reasons. Deployment of sensor nodes in 

unsupervised and hostile environments makes individual 

sensors vulnerable to security compromise and susceptible 

to physical capture.  Sensor nodes constraints in memory, 

power and computation resources, and using wireless 

channel for sensor nodes communication, further increase 

nodes susceptibility to common attacks against wireless 

network [3] 

 

Many routing and data transfer protocols have been 

specifically designed for WSNs [4], [1] but only some of 

them have been designed with security as a goal.  Most 

sensor network routing protocols are, however, quite 

simple and for this reason are sometimes insecure. In what 

follow, we present a discussion of major attacks against 

them.  

 

1.2 Attacks on Sensor Networks  

 
Since senor networks use wireless link for the purpose 

of communication, they are more prone to insider as well 

as outsider attacks. Various types of network layer attacks 

against sensor networks fall into one of the following 

categories [5].  

 

1. Sinkhole attacks: to make the compromised node 

look attractive to surrounding nodes with respect 

to the routing choice.   

 

2. Spoofed, altered routing attack: to replay 

routing information, create routing loops, and to 

extend or shorten source routes.   

 

3. HELLO flood attacks: broadcast HELLO 

packets to announce themselves to their neighbors 

and define new node. 

 

4. Sybil attacks: a single node presents multiple 

identities to other nodes in the network.  

 

5. Wormholes: adversary tunnels messages received 

in one part of the network over a low latency link 

and replays them in a different part.  

 

6. Selective forwarding: refuse to forward certain 

messages, to simply drop them, and to attract or 

repel network traffic. 

 

7. Acknowledgement spoofing: spoof link layer 

acknowledgments for ―overheard packets" 

addressed to neighboring nodes.  

2. EXISTING ROUTING SCHEME 

 

The literature has reviewed various data routing 

schemes specifically designed for the computation of 

shortest route to destination node for data packet 

distribution. Some of them includes Dijkstra's algorithm 

[6] which enables to solve the single-pair, single-source, 

and single-destination shortest path problems, Bellman-

Ford algorithm [7] enabling to solve the single source 

problem with negative edge weights, Floyd-Warshall 

algorithm [8] which solves all pairs shortest paths etc. But 

their main goal is just to compute the shortest path 

ignoring security in data distribution framework. 

 

The information is mostly routed over the network via 

shortest path which is many a times computed using 

Dijkstra’s algorithm. As the eavesdropper follows certain 

strategy to attack on the sensing devices due to its inability 

to track all the nodes present in the network individually, 

one of the greedy approach such as Dijkstra’s algorithm is 

generally followed. Thus, shortest path computed by given 

algorithm in sub section 2.1 is more prone to inside as well 

as outside attacks. 

2.1 Algorithm 

The algorithm given by Dijkstra assumes that the 

starting node be called the initial node. Let the distance of 

node Y be the distance from the initial node to Y. 

Dijkstra's algorithm assigns some initial distance values 

and tries to improve them step by step. 

     Every node is assigned a distance value. This 

distance is set to zero for initial node and to infinity 

for all other nodes.  

 All the nodes are marked as unvisited.  

 Set initial node as current node.       
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 For current node, consider all its unvisited 

neighbors and calculate their tentative distance 

(from the initial node). If this distance is less than 

the previously recorded distance (infinity in the 

beginning, zero for the initial node), overwrite the 

distance.  

 When all neighbors of the current node have been 

considered, mark it as visited. A visited node will 

not be checked ever again; its distance recorded 

now is final and minimal.  

If all nodes have been visited, finish. Otherwise, set the 

unvisited node with the smallest distance (from the initial 

node) as the next "current node" and continue from step 3. 

3. PROPOSED SCHEME 

 

Intrusion is one of the common problems in all 

networks; in case of sensor network we face the same 

problem.  When we have a dense sensor network with 

number of nodes and some important data is transferring 

over the network, there is the requirement of security. But 

in case of ―man in middle‖ it is never easy to say a network 

is intruder safe. Even when the Intruder knows about the 

routing algorithms or the algorithm implementation it is 

quite difficult to handle the problem. 

  

 One of such algorithm is generally followed by a 

user over the network is the shortest path problem. When 

intruder want to hack some information by acting man in 

middle, it is not easy for him to trace all the nodes over the 

network because the sensor network contains large number 

of nodes. 

 

In such case instead of tracking each node, intruder 

follows a route or the pattern to perform the attack. One of 

such method is to trace the shortest path. Generally, each 

routing algorithm follows the concept of shortest path to 

transfer the data over the network with minimum time 

requirement. In other words, we can say shortest path route 

nodes are the most unsafe nodes for transferring data as 

they are generally targeted by the intruder. 

 

Next after the whole mechanism is being defined the 

mechanism must be analyzed for the security breaches and 

any security breach must be removed from it. The 

mechanism has the possibility of an attack i.e. man in 

middle attack. The attack can be performed by the 

intermediate node i.e. malicious node and have the 

unwilling effects on the ongoing process. The solution to 

the attack is given by finding an alternative route to the 

destination node and by getting the proper acknowledge 

from the destination node. 

 

 
 

Fig.4 Shortest path route nodes 
 

 

Due to insecure nature of the wireless link and the 

dynamically changing topology, wireless sensor networks 

require a careful and security oriented approach for 

designing protocols. Also any node can join or leave the 

network at any time. This is security breach as the joining 

node can be a malicious node and can have unwilling 

effects on the network performance. So it is very important 

to authenticate the joining nodes from the establishment of 

the network. Cluster based architecture is used because it is 

easily manageable and more secure than other 

architectures. In cluster based architectures gateways are 

used for inter cluster communication. The paper proposes 

the new cluster based security architecture which starts 

from the initialization of the network.  

 

The network establishment takes place from the starting 

i.e. there is initially no nodes in the network. As the 

network grows, the architecture enables the network to be 

divided into number of clusters and each cluster having a 

cluster head. The cluster head has the responsibility for 

managing the whole cluster. After the different nodes being 

divided into number of cluster, there is secure 

communication mechanism for inter and intra cluster 

communication. Finally the thesis addresses the attack 

possibility on the scheme.  

 

The attack possible is man in middle attack. The 

possible solution is given to the attack which uses the 

alternative route finding algorithm. The technique uses the 

method to find the alternative route as shown in fig. 5 

which is not the shortest and which doesn’t involve any 

node that resides in the shortest path.  

 

 

 

Shortest path 

S 

D 
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Fig. 5 Data routing using alternate path scheme 

 

 
3.1 Proposed Algorithm 

 
The algorithm would consist of following steps:  

 

 Implement the shortest path algorithm between the 

source and sink node and represent it as the expected 

intruder unsafe node list. 

 Also define other nodes that are most expected under 

the intruder attack. 

 Start the visit from source to sink node and follow the 

following steps: 

 

    Select Node (i) and check if it is not  in intruder    

unsafe node list 

 Check the cost of i
th

 node with other    

neighboring nodes. If it is the most efficient 

compromised node then include it in the path list. 

 Return the safe path. 

 

 

3.2 Algorithmic Flowchart 

 
The block diagram representation of given algorithm by 

means of flowchart is shown in fig.6 as follows: 

 
 

 
Fig. 6 Flowchart of proposed routing scheme 

 

No 

Yes 

Implement the shortest path algorithm between 

the source and sink node and put its all nodes in 

expected intruder unsafe list. 

 

Also put all the other nodes that are most 

expected to be attacked by the intruder in the 
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4. CONCLUSION 

 

The shortest path is used to transmit sensory data over 

the sensor networks. The existing algorithm for finding this 

shortest path was given by Dijkstra which is not intruder 

safe and easily fall prey to intruder attack. 

 

As the shortest path is more prone to intruder attack, an 

alternate path which is secure from intruder attack would 

be developed because intruder would be interested in 

shortest path, it won’t be having any information about its 

existence. 

 

If any of these conditions are met, then the alternate path 

would be followed for data transmission—if there occurs a 

node failure or if there is congestion on the existing 

shortest path or if the shortest path is no longer secure.  

 

Thus, a secure alternate path would be established for 

routing sensory data over wireless sensor network. If some 

other unsafe node exists, then it can also be removed from 

data transmission path. It means the direct attack on a 

known node can also be handled. 
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