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Abstract 
Ad hoc networks are infrastructure less self organizing networks. 

These networks are referred to as infrastructure less because there 

is no physical connection between the entities of ad-hoc 

networks. All the entities in ad-hoc networks communicate with 

other entities which lie in its radio frequency range. All the 

mobile nodes in the network dynamically set up paths among 

themselves to transmit packets temporarily. A MANET is an 

autonomous system of mobile nodes. Nodes act as a router, client 

and server as well and its topology is dynamic as nodes join the 

network whenever there is need to transmit data and leave the 

network when transmission gets over. These networks do not 

have a Central Authority for the management of the network. In 

recent past, several routing protocols for MANET are being 

proposed. Some of the prominent and promising among them are 

AODV, DSR, TORA, OLSR, and DSDV. 
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1. Introduction 

The information in this section concerning the Optimized 

Link State Protocol is taken from its RFC 3561 [6]. 

Optimized Link State Protocol (OLSR) is a proactive 

routing protocol, so the routes are always immediately 

available when needed. OLSR is an optimization version 

of a pure link state protocol. So the topological changes 

cause the flooding of the topological information to all 

available hosts in the network. To reduce the possible 

overhead in the network, protocol uses Multipoint Relays 

(MPR). The idea of MPR is to reduce flooding of 

broadcasts by reducing the same broadcast in some regions 

in the network, more details about MPR can be found later 

in this chapter. Another use of MPR  is to provide the 

shortest path. The reducing the time interval for the control 

messages transmission can bring more reactivity to the 

topological changes.  

 OLSR uses two kinds of the control messages: 

Hello and Topology Control (TC). Hello messages are 

used for finding the information about the link status and 

the host‟s neighbours. With the Hello message the 

Multipoint Relay (MPR) Selector set is constructed which 

describes which neighbours has chosen this host to act as 

MPR and from this information the host can calculate its 

own set of the MPRs. The Hello messages are sent only 

one hop away but the TC messages are broadcasted 

throughout the entire network. TC messages are used for 

broadcasting information about own advertised neighbours 

which includes at least the MPR Selector list. The TC 

messages are broadcasted periodically and only the MPR 

hosts can forward the TC messages [5]. 

 There is also Multiple Interface Declaration 

(MID) messages which are used for informing other host 

that the announcing host can have multiple OLSR interface 

addresses. The MID message is broadcasted throughout 

the entire network only by MPRs. There is also a “Host 

and Network Association” (HNA) message which provides 

the external routing information by giving the possibility 

for routing to the external addresses. The HNA message 

provides information about the network and the net mask 

addresses, so that OLSR host can consider that the 

announcing host can act as a gateway to the announcing set 

of addresses. The HNA is considered as a generalized 

version of the TC message with only difference that the TC 

message can inform about route cancelling while HNA 

message information is removed only after expiration time. 

The MID and HNA messages are not explained in more 

details in this chapter, the further information concerning 

these messages can be found in [1,2]. 

2. Internet Protocol versions 

2.1.  IPv4 Security Issues  

IPv4 was created with no security in mind. Because of its 

end-to-end model, IPv4 relies on the end-hosts to provide 

the appropriate security during communication. Below are 

some security threats on IPv4:  

 Denial of Service Attacks (DOS): It is an attempt 

to make a computer resource unavailable to its 

intended users. One common method involves 

flooding the target host with requests, thus 

preventing valid network traffic to reach the host.  

 Viruses & Worms distribution: These malicious 

code/programs can propagate themselves from one 
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infected or compromised hosts to another. This 

distribution is aided by the small address space of 

IPv4. 

 Man-in-the-middle attacks (MITM): An attacker 

is able to read, insert and modify at will messages 

between two hosts without either hosts knowing that 

their communication has been compromised. This is 

because IPv4‟s lack of suitable authentication 

mechanisms.  

 Fragmentation attacks: Different operating system 

has their own method to handle large IPv4 packets 

and this attack exploits that method. For example 

the “ping of death” attacks. This attack uses many 

small fragmented ICMP packets which when 

reassembled at the destination exceed the maximum 

allowable size for an IP datagram which can cause 

the victim host to crash, hang or even reboot.  

 Port scanning and reconnaissance: This is used to 

scan for multiple listening ports on a single, 

multiple or an entire network hosts. Open ports can 

be used to exploit the specific hosts further. Because 

of the small address space, port scanning is easy in 

IPv4 architecture.  

 Address Resolution Protocol Poison: ARP poison 

attack is to send fake, or „spoofed‟, ARP messages 

to a network. The aim is to associate the attacker‟s 

MAC address with the IP address of another node. 

Any traffic meant for that IP address would be 

mistakenly sent to the attacker instead [26]. 

Many techniques or method had been developed to 

overcome the abovementioned security issues. For 

instance, the use of „IPSec‟ to aid the use of encrypted 

communication between hosts, but this is still optional and 

continues to be the main responsibility of the end hosts. 

2.2. IPv6 Features 

 Backward compatibility: 

The main objective for successful transition is to allow 

IPv6 and IPv4 hosts to interoperate. A second objective is 

to allow IPv6 hosts and routers to be deployed in the 

Internet in a highly diffuse and incremental fashion, with 

few interdependencies. The third objective is easy 

transition for end- users, system administrators, and 

network operators.  

 The IPv6 transition mechanisms are a set of 

protocol mechanisms implemented in hosts and routers, 

with some operational guidelines for addressing and 

deployment, designed to make the transition to work with 

as little disruption as possible. These will ensure that IPv6 

hosts can interoperate with IPv4 hosts in the Internet up 

until the time when IPv4 addresses run out. The IPv6 

transition mechanisms provide a number of features, 

including:  

 Incremental upgrade and deployment: Individual 

IPv4 hosts and routers may be upgraded to IPv6 one 

at a time without requiring other hosts or routers to 

be upgraded at the same time. New IPv6 hosts and 

routers can be installed one by one.  

 Minimal upgrade dependencies: The DNS server 

must first be upgraded to handle IPv6 address 

records before upgrading hosts.  

 Easy Addressing: For IPv4 hosts or routers being 

upgraded to IPv6, they may continue to use their 

existing address. So no new address assignment 

needed. 

 Minimal operational upgrade cost and training 

expenses: Little or no preparation work is needed in 

order to upgrade existing IPv4 systems to IPv6, or 

to deploy new IPv6 systems [7]. 

2.3. IPv4 vs. IPv6  
The current generation of IP, version 4, (IPV4), is roughly 

20 years old. Since its inception in the 80‟s, it has 

supported the Internet‟s rapid growth during that time. It 

has been proven to be robust, easily implemented and 

interoperable. This is a tribute to its initial design. IPv4 

uses a 32-bit address space, in which can accommodate 

about 4 billion unique addresses. While that sounds 

substantial, the practical number of usable addresses is 

actually much lower. The current Internet has grown much 

bigger than was anticipated. There are several problems 

such as impending exhaustion of the IPv4 address space, 

configuration and complexities and poor security at the IP 

level.  

 To overcome these concerns, in the early 90‟s, 

IETF (Internet Engineering Task Force (IETF), began 

developing a new IP protocol namely IPv6 (other name, 

Next Generation IP, IPng). It will use a 128-bit address 

space. In the other hand, it would support unique addresses 

well beyond the trillions. It can support 340, 282, 366, 

920, 938, 463, 374, 607, 431, 768, 211, 456 unique 

addresses! It will not only eliminate the shortcomings of 

IPv4, but also unlock new features and services [3]. 

 

3. Simulation Parameter 

Table 1:  Parameter values for simulation 

Maximum Simulation Time 

420 Seconds 

Physical terrain Dimensions 4000*4000 

Number of nodes 70 

Mobility Mobility Random way 

Point 

Routing Protocol OLSR 

MAC Layer Protocol IEEE 802.11 

Node Placement Uniform 
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3.1 Simulation Model: 
OPNET Modeler is commercial network simulation 

environment for network modeling and simulation. It 

allows the users to design and study communication 

networks, devices, protocols, and applications with 

flexibility and scalability. It simulates the network 

graphically and gives the graphical structure of actual 

networks and network components. The users can design 

the network model visually. The modeler uses object-

oriented modeling approach. The nodes and protocols are 

modeled as classes with inheritance and specialization. The 

development language is C. It provides a variety of 

toolboxes to design, simulate and analyze a network 

topology, routing protocols on the basis of various network 

parameters. MANET toolbox has been used in this work to 

simulate the network. Components used for designing of 

the network are MANET_Station (mobile), application 

configuration which decides the type of application 

running in the network, profile configuration for 

configuring the type of profile on the network. Mobility 

configuration will decide the mobility model of every node 

which is selected as random waypoint for this simulation. 

Attributes of workstation will set the routing protocol used 

for the simulation [4]. 

 

4. Results 

 
Fig. 1 Network load 

 
Fig. 2 Throughput 

 

5. Simulation Analysis 
From the simulation results we conclude that performance 

of OLSR is varying in two IP versions i.e., IP version 4 

and IP version 6. As it can be seen from fig. 1initialy the 

network load in IP version 6 is large then at final point 

network load of IP version 4 is large. Similarly from fig. 2 

it is seen that throughput of IP version 4 is large most of 

the time. So it can be concluded that for the same scenario 

and same routing protocol it the results vary with the 

change in IP versions. 

6. Conclusion 
The conclusion of the paper is that the throughput and final 

network load of the OLSR in IP version 4 is more, so there 

is need for improvement in OLSR protocol for getting the 

same amount or better throughput and network load for the 

IPv6 too. 
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