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Abstract 

To furnish effective rules determining the format and 

transmission for securing and privatizing k-Nearest 

Neighbor (k-NN) search, when the data is dealt between 

individual parties who want to cooperatively figure out the 

answers without disclosing either of their individual data. 

To develop the k nearest neighbors (KNN) from one 

dataset, of each and every detail in other dataset, the 

special and multimedia databases are useful tools in the k-

NN join. K-NN can be applied for both classification and 

regression predictive problems. Nevertheless, it is more 

widely used in classification problems as per the industry. 

To verify any technique we usually look at three important 

aspects repose to read output, Calculation time, Prognostic 

Power. We give a k-NN concealment model for saving the 

privacy of the patients in a cloud based e-healthcare system 

as the sensitive information is needed to be sustained in a 

confidential manner and  not to be exposed to public users 

other than the medicos. However, collection of data’s are 

used for classification might have sensitive data, directly 

outsourcing them to any Distributed servers inevitably 

raise privacy concerns. The proposal of a practical 

concealment K-Nearest Neighbor classification scheme 

over bulk datasets using map reduce technique that can be 

efficaciously outsourced to HDFS servers is enforced. 

Keywords— KNN(K Nearest Neighbor), Distributed 

Servers, Prognostic Power, Classification, Spacial 

Database, Multimedia Database. 

 

1.  Introduction  

Classification is one major task of exploratory data mining 

and statistical data analysis, which has been ubiquitously 

adopted in many domains, including healthcare, social 

network, image analysis, pattern recognition, etc. 

Meanwhile, the rapid growth of big data involved in 

today’s data mining and analysis also introduces 

challenges for classifying over them in terms of volume, 

variety, and velocity. To efficiently manage large-scale 

datasets and to support them, public cloud infrastructure is 

acting the major role for both performance and economic 

consideration. Nevertheless, using public cloud services 

inevitably introduces privacy concerns. This is because not 

only many data involved in data mining applications are 

sensitive by nature, such as personal health information, 

localization data, financial data, etc., but also the public 

cloud is an open environment operated by external third-

parties. E-healthcare systems have gained tremendous 

popularities due to the flexibility in health condition 

monitoring, disease modeling and early prediction, and the 

evidence-based medical treatment by utilizing the concept 

of the medical text digging. In E-healthcare systems the 

sensors are place in and around the body of the patients for 

collecting of the real-time Personal Health Information 

(PHI) which can be extracted in terms of text. The 

aggregation and transmission of the PHI to the healthcare 

providers mostly the authorized physicians aids to access 

and provide decisions for the corresponding treatment. The 

PHI data that are collected are required to be matched with 

certain kinds of medical templates from the physicians 

experience based on specific similarity metrics. The major 

issues in the e-healthcare systems are the degraded security 

and the privacy of PHI data. The open exposure of PHI 

will cause extremely serious privacy breach of the patients. 

The sensed data of the patients’ health information is 

stored and processed in the cloud as it stores large volume 

of the data efficiently. Since the advantage of larger data 

storage, the cloud data mining techniques have gathered 

wider usage in the telemedicine and mobile healthcare 

services. E-Healthcare monitoring system handles the 

medical data that are highly sensitive and hence the storage 

of these data in cloud has to be performed in such a way 

the privacy breach is avoided. Privacy preserving of the 

medical data is achieved by utilizing the privacy 

preserving data aggregation which requires authentication 

to access the data. The healthcare data are of various types 

requiring different privacy strategies to protect them. The 

high dimensional sensitive healthcare data are normally 

collected from various hospitals and healthcare institutions 

and maintained as healthcare attributes. The partition 

based anonymization can protect the privacy of high 

dimensional healthcare attributes by assuming that the data 

only contains a single sensitive attribute or support only 
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low-dimensional data due to the curse of the 

dimensionality. The main issue in the partition based 

anonymization methods suffer from the noises in the 

privacy data.  The access control based techniques can 

improve the privacy of the medical data by attribute based 

encryption but it does not support the personalized 

sensitivities over multiple data dimensions. Collision 

resistance can also improve the privacy but most of the 

privacy preserving techniques do not utilize collision 

resistance. In this paper, the privacy preserving protocol 

for the cloud assisted e-healthcare system is analyzed and 

the advantages of the protocol are determined. PPDM text 

mining extraction is an efficient privacy preserving 

protocol for the medical data. It uses privacy-preserving 

function correlation matching PPDM from dynamic 

medical text mining. Though the approach provides better 

performance in term of privacy and better matching of PHI 

data and physician template, still there is scope for 

development. The use of correlation function threshold in 

determining the patient health status is not appropriate at 

all situations and may lead to mistreatment. Hence, k-

nearest neighbor algorithm based privacy preserving 

protocol (kNN-PPP) is proposed. The correlation function 

threshold based matching is replaced in the proposed kNN-

PPP. This is also proved by the experimental results 

indicating that the kNN-PPP model has low 

communication and computation overhead than PPDM and 

has also better matching probability. 

2. Motivation 

Existing cloud computing system use map reduce concept 

with k-means clustering technique. So, it is time 

consuming since the numbers of blocks are huge in it. 

However, as datasets used for clustering may contain 

sensitive information, e.g., patient health information, 

commercial data, and behavioral data, etc., directly 

outsourcing them to public cloud servers inevitably raises 

privacy concerns. Map reduce is an innovative technology 

by which we can reduce more storage space on large scale 

dataset. The concept of map reduce is to divide a file into 

blocks and check for the block existence in the storage. If 

it is present no need to store the block. Here the problem 

arises to verify the block is present or not on a huge 

number of blocks it will take more time. So the best way is 

to identify the file classification and search the block 

existence in particular cluster. Which saves more time and 

performance is increased.  It allows cloud servers to 

perform classification directly over encrypted datasets, 

while achieving comparable computational complexity and 

accuracy compared with classifying over unencrypted ones. 

Thorough security analysis and numerical analysis carry 

out the performance of our scheme in terms of security and 

efficiency. We can set threshold limits so that search will 

be easy. Cryptography based technique for the preserving 

of the sensitive data shared in the network based models. 

The approach effectively manages the load such that the 

sensitive data are not lost or retrieved by unauthorized 

users. 

3. Related Work 

Practical Privacy-Preserving MapReduce Based K-means 

clustering over Large-scale dataset[1]. It will bunch the 

comparable items into one set and outsourcing the grouped 

information into HDFS with greater Security. Fundamental 

disadvantage is we can't set edge confine for survey or 

refreshing of information. In the existing system a 

protected and security saving information rights 

administration (DRM) plot in view of the Homomorphic 

encryption in the cloud condition. The DRM system 

enables the substance supplier to outsource the encoded 

substance to the brought together substance server and 

enables the clients to acquire the substance with the permit 

issued by the permit server. The safe substance key 

dispersion plot depends on the added substance 

Homomorphic probabilistic open key encryption and the 

intermediary re-encryption. The permit server can just re-

scramble the substance primary key while the key server 

registers the encoded content encryption key that are 

disseminated to the client in the permit based 

Homomorphic probabilistic open key encryption. The 

protection safeguarding is saved by enabling the clients to 

remain mysterious towards the key server and the specialist 

co-op. More over K-NN is more secure and scrambled 

contrasted with K-means. Main drawback is we can’t set 

threshold limit for viewing or updating of data. “A 

Privacy-Preserving Protocol for Cloud-Assisted e-

Healthcare Systems Sign In or Purchase” [2]. A secure and 

efficient privacy-preserving dynamic medical text mining 

and image feature extraction scheme PPDM in cloud-

assisted e-healthcare systems is proposed. Firstly, an 

efficient privacy-preserving fully Homomorphic data 

aggregation 

Is proposed, which serves the basis for our proposed 

PPDM. Then, an outsourced disease modeling and early 

intervention is achieved, respectively by devising an 

efficient privacy-preserving function correlation matching 

PPDM1 from dynamic medical, text mining and designing 

a privacy-preserving medical image feature extraction 

PPDM2. Finally, the formal security proof and extensive 

performance evaluation demonstrate our proposed PPDM 

achieves a higher security level, i.e. information-theoretic 

security for input privacy and adaptive chosen cipher text 

attack (CCA2) security for output privacy. Here they don’t 

use Hadoop framework which will be less efficient as well 

as less secured compared to that of proposed system. 

“Secure and privacy-preserving DRM scheme using 

Homomorphic encryption in cloud computing” [3]. In this 

paper they propose a secure and privacy-preserving digital 

rights management (DRM) scheme using Homomorphic 

encryption in cloud computing. It has an efficient digital 
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rights management framework in cloud computing, which 

allows content provider to outsource encrypted contents to 

centralized content server and allows user to consume 

contents with the license issued by license server. we 

provide a secure content key distribution scheme based on 

additive Homomorphic probabilistic public key encryption 

and proxy re-encryption. The provided scheme prevents 

malicious employees of license server from issuing the 

license to unauthorized user. In addition, we achieve 

privacy preserving by allowing users to stay anonymous 

towards the key server and service provider. Hence this is 

just cloud based system and use proxy re-encryption 

algorithm where we use KNN its more efficient and we use 

HDFS which will be more secured. 

“Secure and Efficient Protocol for Outsourcing Large-

Scale Systems of Linear Equations to the Cloud.”[4]. It is 

promising computing services inevitably bring in new 

threats and challenges, for example, input and output data 

privacy and cheating detection. Since large-scale systems 

of linear equations (LSLE) is widely rooted in many 

engineer and scientific applications. In Existing system a 

safe convention for the outsourcing of the extensive scales 

frameworks of direct conditions (LSLE) to the cloud 

condition. In secure outsourcing of LSLE, two non-

conspiring cloud servers for the pragmatic outsourcing. 

The issue in giving the security to the private data, it is 

important to determine the computational issue for the 

encryption before the outsourcing. The principal security 

challenge is the insurance of the customer information 

security and the second test is the aggregate of 

neighborhood work taken a toll by the customer. The 

protected outsourcing of LSLE beats these two difficulties 

and furthermore fulfills the conditions for rightness, 

unquestionable status, security, and proficiency. The 

exhibited the security protecting instrument for the 

outsourcing of the high dimensional social insurance 

information. The issue of protection issues can be lessened 

by the cryptographic methods yet the expanding cost is an 

issue. The security saving structure can however conquer 

the protection and cost issues by traveling the uncaring 

information to business open cloud and the rest to the 

trusted private cloud. The conventions called customized 

insurance at the property level and the convention for 

arrangement resistance are proposed to enhance the 

security of the outsourced high dimensional medicinal 

services information. The plan uses ideal cleansing 

convention to accomplish customized security assurances 

for high-dimensional touchy information with negligible 

information mutilation. Here it is cloud based system many 

since its open pool unauthorized parties can easily get the 

access we use HDFS it’s tough for unauthorized parties to 

have access. 

4. Proposed system 

We are proposing a framework K-NN grouping over 

Large-scale Dataset utilizing Map Reduce procedure. To 

start with we are instating prepared informational index for 

each unique bunch which is identified with medicinal 

Information. After, the grouping calculation separate 

record into number of lumps and for each throws hash 

code is produced for the security reason. Before putting 

away into Cloud System, characterization calculation 

groups that record have a place with which bunch 

classification. Focal points of the Proposed System a) 

More Efficiency b) Security is more a direct result of Hash 

code era c) Speed of Transmission is high a result of 

deduplication idea is utilized while transferring record to 

the Cloud stockpiling.  

 

Practical KNN Search: 

 

Step 1: Get the File (F) 

Step 2: Extract the keywords with weight age and store it 

in array K[] 

Step 3: Let N be the Number of Classification 

Step 4: Initialize a Array Class Weight[N] 

Step 5: Let M be the number of extracted Keywords 

Step 6: For I = 1 to M 

Step 7: Let K Word  = k[I] 

Step 7: For J = 1 to N 

Step 8: Check the presence of K Word in Jth Classification 

Keywords 

Step 9: If it present Class Weight[J] =  Class Weight[J] + 

K Word Weight 

Step 10: Next J 

Step 11: Next I 

Step 12: Fetch the (Next) highest Class Weight Value and 

Index 

Step 13: Add Index in Classification Array 

Step 13: W = W + Fetched Class Weight 

Step 14: if W >= Threshold then Go to Step 

Step 15: Go to Step 12 

Step 16: Print all the categories in Classification Array 

Step 17: Stop 

 

MD5 Process: 

 

Step 1:    Get the Message 

Step 2:    Convert message in to the bits. 

Step 3:    Append Padding Bits (Make the message bit 

length should be the exact  multiple of 512 bits as well as 

16 word Blocks). 

Step 4:    Divide total bits in to 128 bits blocks each 

Step 5:    Initialize MD Buffer.  A four word buffer 

(A,B,C,D)   is used to  compute the message digest , total 

128 bits.       

Step 6:   Do AND, XOR, OR, NOT operations on A,B,C,D 

by giving three inputs and  get one output. 
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Step 7:    Do the Step 6 until get the 128 bits hash(16 

bytes). 

Step 8:   Stop 

 

5. RESULT ANALYSIS 

Table:1 Total Blocks VS Unique Blocks 

 

No of Files Total Blocks Unique Blocks 

2.5 22.5 15 

5 45 30 

7.5 67.5 50 

10 90 75 

12.5 112.5 90 

15 135 110 

17.5 157.5 130 

20 180 165 

22.5 202.5 180 

25 225 200 

27.5 247.5 225 

30 270 250 

 

In table 1 describes about the number of is giving as input 

and these files are divided into total blocks and unique 

blocks. The chart is shown clearly the difference between 

these two blocks. In this we can observe the how many 

blocks are wasted and how many are saving redundancy. 

The comparison is shown in the graph. 
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Figure 1: Comparison of Total blocks to unique blocks 

 

The above graph shows total blocks and unique blocks in 

Existing System in which comparison is done that how 

many blocks are unique and how many repeated. It will 

allow saving redundancies. More blocks are wasted here. 

 

Table:2 No of files to No of blocks 

No of Files Proposed System Existed system 

2.5 15 50 

5 30 55 

7.5 50 60 

10 75 60 

12.5 90 65 

15 110 65 

17.5 130 70 

20 165 100 

22.5 180 100 

25 200 200 

27.5 225 200 

30 250 250 

 

In table 2 describes about the existed and proposed system, 

we will give input as no of files the output of existed 

system having more blocks than the proposed system. 

When the no of files are increased the existed system is 

almost equal to the proposed system. So the system divides 

more no of blocks then it has to deliver good performance. 

The comparison is shown in the graph. 

 

 

 

 
Figure 2: Comparison of No of files to No of blocks 

 

The above graph shows the learning system in existing 

system it is unsupervised since its K-Means and in 

proposed system it is supervised since its KNN. 

In supervised learning, the output datasets are provided 

which are used to train the machine and get the desired 
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outputs whereas in unsupervised learning no datasets are 

provided, instead the data is clustered into different classes. 

 

Table:3 Encryption Time 

File Size Proposed System Existed system 

20 88 92 

40 88.5 94.5 

60 91 97 

80 95.5 99.5 

100 97 102 

120 101.5 104.5 

140 107.5 107 

160 110 109.5 

180 107.5 112 

200 115 117 

220 116.5 119.5 

250 118 124 

 

In table 3 describes about the existed and proposed system, 

we will give input as file size then the encryption time of 

existed and proposed system, the proposed system 

encryption time is less than the existed system. When the 

file size is increases the encryption time will be very less in 

proposed system comparatively existed system. So the 

performance of the system will be improved and this 

system is useful for large size of files. It shows clearly in 

the graph. 

 
Figure 3:  Encryption time 

 

The above graph shows the comparison of file encryption 

time between kmeans and the knn system. X-axis shows 

the different file sizes in kb and Y-axis shows, the 

Corresponding time required for encrypting those 

particular files in sec. The graph plotted above clearly 

shows that the time required to encrypt the files in 

proposed system is less when compared to the existing 

system. 

 

Table:3 Encryption Time 

File Size Proposed System Existed system 

20 7 9 

40 7.5 10.5 

60 8 12 

80 8.5 13.5 

100 9 15 

120 9.5 16.5 

140 10 18 

160 10.5 19.5 

180 11 21 

200 11.5 22.5 

220 12 24 

250 12.5 25 

 

In table 4 describes about the existed and proposed system, 

we will give input as file size then the decryption time of 

existed and proposed system, the proposed system 

decryption time is less than the existed system. When the 

file size is increases the decryption time will be very less in 

proposed system comparatively existed system. So the 

performance of the system will be improved and this 

system is useful for large size of files. It shows clearly in 

the graph 

 
Figure 4: Decryption time 

 

The above graph shows the comparison of file decryption 

time between kmeans and the knn system. X-axis shows 

the different file sizes in kb and Y-axis shows, the 

Corresponding time required for encrypting those 

particular files in sec. The graph plotted above clearly 

shows that the time required to decrypt the files in 
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proposed system is less when compared to the existing 

system. 

Hence proposed Classification concept, a high 

performance inline deduplication system for use in HDFS 

storage. We design novel index tables to satisfy the 

security issue which we are faced while uploading files to 

the HDFS system. 

 

6. CONCLUSION 

Privacy preserving of the personal health data is a very 

sensitive process especially in hadoop framework which is 

cloud based e-healthcare systems. E-healthcare is also 

important as it provides remote healthcare monitoring but 

maintaining the Organization’s privacy must be achieved. 

Text mining provides the required privacy with reduced 

communication and computation overhead. However, it 

employs a correlation function threshold using which the 

patient health status is determined by matching method. 

This approach cannot provide appropriate results all the 

time and as the results are highly influential in medical 

treatment, a machine learning algorithm can improve the 

performance. Hence, k-nearest neighbor based privacy 

preserving protocol is implemented to improve the privacy 

preserving and help in determining the Organization status 

more effectively. 
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